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Abstract

Federated low-rank adaptation (FedLoRA) allows multiple clients

to collaboratively fine-tune large language models (LLMs) on down-

stream tasks without exposing their private data. To mitigate pri-

vacy leakage during aggregation, differential privacy (DP) is widely

used to clip and perturb local model updates with noise, yet it can

compromise model accuracy due to the inherent privacy-utility

trade-off. The performance degradation becomes worse under the

FedLoRA setting with the amplified DP noise impact and client het-
erogeneity in both model structure and data distribution. In this

work, we propose iP-FedLoRA, a privacy-preserving federated fine-

tuning framework for heterogeneous clients that strikes a good

privacy-utility balance. Specifically, to fully utilize clients’ hetero-

geneous resources, we customize LoRA modules based on their

available resources. iP-FedLoRA employs matrix-wise differentially
private local fine-tuning with sensitivity-aware noise allocation and

rank-compensated LoRA regularization, which effectively alleviates

noise impact of low-rank modules and enhances training efficiency.

By leveraging noise-resilient knowledge distillation, iP-FedLoRA

facilitates heterogeneous LoRA aggregation that selectively priori-

tizes high-confidence knowledge to filter DP-induced noise, thereby

achieving robust knowledge transfer. Through rigorous privacy

analysis and extensive experiments, we show that iP-FedLoRA pro-

vides privacy guarantees, improves model accuracy by up to 3.8%,

and expedites training by 1.37 − 2.23×.
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1 Introduction

Large language models (LLMs), such as GPT-4 [3] and Llama-3 [12],

have revolutionized the field of natural language processing (NLP),

demonstrating impressive capabilities in a wide array of tasks [50,

51]. LLMs are initially pre-trained on vast public datasets, and then

fine-tuned towards various downstream tasks using domain-specific

private data. As LLMs scale up to hundreds of billions of parame-

ters, fine-tuning the full model parameters becomes prohibitively

expensive. Low-rank adaptation (LoRA) [21] is thus developed as a

popular parameter-efficient fine-tuning (PEFT) approach that limits

fine-tuning to a small portion of parameters. More specifically, with

LoRA, the model update matrix is represented as the product of two

trainable low-rank matrices. Despite its effectiveness, LoRA often

requires collecting large quantities of individual data to fine-tune

LLMs, which may contain sensitive information such as personal
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images, financial information or medical records, inevitably leading

to a severe privacy leakage [49]. To break this barrier, practitioners

have turned to federated learning (FL) [29, 38] as a means to fine-

tune LLMs with LoRA, known as FedLoRA, which allows clients to

collaboratively fine-tune a shared LLM for a common task without

collecting their private data [4]. Clients freeze the base model pa-

rameters and only perform updates and aggregations on low-rank
matrices under the coordination of a central server [53].

Although clients’ raw training data are not explicitly exposed

during federated fine-tuning, adversaries can still exploit the ex-

changed LoRA parameters to infer sensitive information or even

reconstruct the training data samples [15, 32, 40]. Differential pri-
vacy (DP) [1, 11] offers a promising solution to address such privacy

concerns. Specifically, each client can clip and perturb the sensi-

tive information (e.g., LoRA parameters) with random noise before
sending them to the (untrusted) server, which provides theoretical

guarantees against the identification of private data. Unfortunately,

this privacy guarantee comes at the cost of model accuracy due to

noise perturbation. Even worse, the problem is more salient in Fed-

LoRA: since DP noise is injected directly into the LoRA parameters,

it perturbs the trainable adapters, potentially hindering their ability

to effectively adapt the base model to target datasets.

The primary challenge in differentially private FedLoRA systems

is how to strike an improved privacy-utility trade-off. LoRA parame-

ters often vary significantly across low-rank matrices [32]. In partic-

ular, down-projection matrices (𝑨) exhibit smaller gradient norms

than up-projection matrices (𝑩), rendering them highly vulnerable
to DP noise. Intuitively, blindly adding noise to LoRA parameters

without accounting for structural asymmetry can overwhelm sen-

sitive features in 𝑨, severely distorting the model’s original update

direction. To mitigate the negative impacts of DP noise, it is essen-

tial to identify parameter sensitivity and then adaptively redistribute
noise [33]. Yet, existing adaptive DP techniques perform clipping

and perturbing either at a fine-grained scalar level [44, 45] or at a
coarse-grained layer level [18, 37]. Though these methods are gen-

erally suitable for small-scale models, they become computationally
prohibitive when applied to LLMs or ignore the structural differ-

ences across LoRA matrices, resulting in excessive noise injection.
The privacy-utility trade-off of private FedLoRA is further wors-

ened by client heterogeneity, an intrinsic feature of real-world FL,

which leads to undermined model performance with slow conver-

gence [32, 46]. In practice, clients possess different capabilities in

terms of hardware and communication resources, and are capable of

training models with capacities that match their resources. To fully

utilize clients’ resources, several works focus on heterogeneous

models (e.g., LoRA rank), such as zero-padding [9, 16], singular

value decomposition [5, 42], or stacking [39]. However, they of-

ten yield sub-optimal performance and incur high communication

overhead due to full transmission of LoRA modules. Moreover, the

data across clients are non-independent and identically distributed

(non-IID), which is exacerbated by DP noise [47]. This results in

discrepancies in local models that severely diverge from the global

model, impairing the privacy-utility trade-off as more communica-

tion rounds amplify the accumulated noise. Despite many efforts

to improve FL efficiency under data heterogeneity [23, 36], their

performance is still far from being satisfactory. Our empirical ob-

servations show that LoRA modules with lower ranks are more

vulnerable to non-IID data due to their limited generalization ability,

whereas higher-ranked modules, carrying more information, are

susceptible to overfitting. Hence, jointly addressing DP and client

heterogeneity is vital for improving the privacy-utility trade-off.

To address the dual challenges, we propose iP-FedLoRA, an

improved Private FedLoRA framework that strikes a good privacy-

utility balance under both LoRA structural asymmetry and client

heterogeneity. Specifically, iP-FedLoRA implements matrix-wise

differentially private fine-tuning, which rigorously estimates the

sensitivity of local LoRA matrices to adaptively allocate DP noise,

thereby preserving the utility of specific low-rank modules that

are fragile to coarse-grained noise. A rank-compensated update

regularization is further performed to prevent clients with smaller

LoRA ranks from deviating severely due to DP noise. Moreover, iP-

FedLoRA employs noise-resilient knowledge distillation (KD [22])

to transfer knowledge among model-heterogeneous clients. Unlike

naive aggregation, the server actively filters out DP-induced noise

by selectively transferring only high-confidence knowledge, ensur-

ing robust heterogeneous LoRA aggregation.We extend iP-FedLoRA
to support large-scale FedLoRA systems involving vast numbers of

clients. We summarize our main contributions as follows:

• We examine the challenges posed by the amplified DP noise

impact and inherent client heterogeneity in current differentially

private FedLoRA systems, and propose iP-FedLoRA to enhance

the privacy-utility trade-off.

• iP-FedLoRA implements matrix-wise DP to adaptively allocate

noise based on LoRA matrix sensitivity, thus effectively preserv-

ing parameter utility. A rank-compensated regularization is also

devised to anchor fragile low-rank models against noise-induced

drift under non-IID data.

• iP-FedLoRA achieves efficient heterogeneous LoRA aggregation

via noise-resilient federated distillation. Using correlation-guided

knowledge aggregation and confidence-based knowledge selec-

tion, we can filter DP noise for robust knowledge transfer.
• Extensive experiments validate the superiority of iP-FedLoRA in

model performance and convergence. In particular, iP-FedLoRA

improves model accuracy by up to 3.8% compared to baselines.

2 Preliminaries and Motivation

2.1 A Primer of FedLoRA

Fine-tuning LLMs with LoRA. Contemporary LLMs are built on

the Transformer architecture [41]. A crucial component of this ar-

chitecture is multi-head attention, which employs query, key, value

and output projection matrices to model intricate relationships and

capture dependencies within sequences [34]. Specifically, the query,

key, and value vectors are split into multiple heads to compute

the attention function in parallel, with the outputs of each head

concatenated and linearly projected to yield the final output.

LoRA is a popular PEFT method that adapts LLMs to a domain-

specific task. It updates the pre-trained model with low-rank ma-

trices. Specifically, LoRA freezes the pre-trained weight matrix

of LLM parameters 𝑾0 ∈ R𝑑×𝑘 and adapts it with the update

Δ𝑾 ∈ R𝑑×𝑘 , defined as the product of two trainable low-rank

matrices 𝑩 ∈ R𝑑×𝑟 and 𝑨 ∈ R𝑟×𝑘 , i.e., Δ𝑾 = 𝑩𝑨. As LoRA rank
𝑟 ≪ min{𝑑, 𝑘}, the number of trainable parameters is reduced by

an order of𝑂 (𝑟/min(𝑑, 𝑘)) compared to full-parameter fine-tuning.
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FedLoRA. Consider a federated LoRA system with a central server

and 𝑁 clients 𝑵 = {1, · · · , 𝑁 } that collaboratively fine-tune a

shared LLM parameterized by𝑾0 without exposing their raw data.

Each client 𝑖 holds a local training dataset D𝑖 containing 𝐷𝑖 = |D𝑖 |
samples, with the local model parameterized by weight matrices

𝑾𝑖 = {𝑾𝑖, 𝑗,𝑚}, where 𝑗 and 𝑚 are indices for the Transformer

layer and weight matrix type (e.g., query, key, value, or output),

respectively. Let 𝑙 (𝑾𝑖 , 𝑥) be the loss value computed for model𝑾𝑖

at sample 𝑥 . The local loss of client 𝑖 is 𝑙 (𝑾𝑖 ) = 1

𝐷𝑖

∑
𝑥∈D𝑖 𝑙 (𝑾𝑖 , 𝑥).

Under the coordination of the server, clients jointly learn trainable

parameters 𝝎 ≜ [𝑨,𝑩] that minimize the global loss:

min

𝝎
L(𝑾 ) ≜ min

𝝎

1

𝑁

∑︁
𝑖∈𝑵

𝐷𝑖

𝐷
𝑙 (𝑾𝑖 ), (1)

where 𝑾 = 𝑾0 + Δ𝑾 = 𝑾0 + 𝑩𝑨 is the global model, and 𝐷 =

| ∪𝑖∈𝑵 D𝑖 | denotes the entire training dataset size.

A common method to solve Eq. (1), such as FedPETuning [53],

proceeds in rounds of synchronization. In each round 𝑡 , the server

first randomly selects a subset of clients P𝑡 ∈ 𝑵 and broadcasts

global LoRA parameters 𝝎𝑡 = [𝑨𝑡 ,𝑩𝑡 ] to them. By setting 𝝎𝑡,0
𝑖
←

𝝎𝑡 , each selected client 𝑖 ∈ P𝑡 runs 𝐾 steps of stochastic gradi-

ent descent (SGD) on its local dataset using learning rate 𝜂, i.e.,

𝝎𝑡,𝑘
𝑖

= 𝝎𝑡,𝑘−1
𝑖

− 𝜂∇𝑙 (𝝎𝑡,𝑘−1
𝑖
), 𝑘 = 1, · · · , 𝐾 , and sends the model

update Δ𝝎𝑡𝑖 = 𝝎𝑡,𝐾
𝑖
− 𝝎𝑡𝑖 to the server. Upon receiving these up-

dates, the server employs federated aggregation techniques like

FedAvg [29] to build a new global model 𝝎𝑡+1 = [𝑨𝑡+1,𝑩𝑡+1] for
the next round. The above process is repeated until convergence,

where only lightweight LoRA updates are exchanged.

However, there is increasing evidence that the exchanged train-

able parameters or updates of clients could be exploited by adver-

saries to infer their private information, the disclosure of which

still has the risk of raw data leakage [15, 32].

2.2 Differentially Private Learning

As the gold standard of privacy protection, DP provides provable

guarantees against the identification of private data in a dataset [13,

14]. Ourwork focuses on client-level DP [26, 52] defined inDefinition
1, a popular DP variant in FL that ensures that adversaries cannot

determine whether one client participates in training or not, thus

protecting client privacy.

Definition 1 (Client-Level Differential Privacy [13]).

A randomized mechanismM is (𝜖, 𝛿)-DP if for any adjacent datasets
D, D′ differing by adding or removing all samples of any client and
for any possible subset of outputsU ⊆ 𝑅𝑎𝑛𝑔𝑒 (M), it holds that:

Pr(M(D) ∈ U) ≤ e
𝜖 · Pr(M(D′) ∈ U) + 𝛿,

where budget 𝜖 controls privacy guarantee and 𝛿 is residual probabil-
ity, with smaller values indicating stronger protection.

Differentially private FedAvg (DP-FedAvg) has been widely used

to achieve client-level DP in FL [26]. Compared to the vanilla Fe-

dAvg, DP-FedAvg introduces two critical procedures before sending

local updates to the server in each round 𝑡 :

• Update clipping. Each client 𝑖 ∈ P𝑡 clips its model update Δ𝝎𝑡𝑖 in

ℓ2-norm using the clipping threshold 𝑆 to bound the local update,

i.e., Δ𝝎𝑡𝑖 = Δ𝝎𝑡𝑖 · min

(
1, 𝑆

∥Δ𝝎𝑡
𝑖
∥2

)
, bounding its contribution to

the global update within a fixed range.

Table 1: Accuracy (%) of private FedLoRA fine-tuning with

varying privacy budget 𝜖 and LoRA rank 𝑟 .

Non-DP 𝜖 = 8 𝜖 = 4 𝜖 = 2

𝑟 = 1 88.0 86.4↓1.4 85.3↓2.7 83.5↓4.5
𝑟 = 16 90.6 87.2↓3.4 86.0↓4.6 83.8↓6.8
𝑟 = 64 91.5 87.6↓3.9 86.2↓5.3 83.7↓7.8

Table 2: Performance degradation of layer-wise and scalar-

wise DP for LoRA fine-tuning compared to Non-DP.

Non-DP Layer-wise Scalar-wise

Accuracy(%) 84.6 82.6↓2.0 83.8↓0.8
Comp. time (hours) 1.18 1.32↑0.14 1.61↑0.43

Figure 1: Accuracy with vary-

ing data non-IIDness 𝛼 .

Figure 2: Accuracywith differ-

ent LoRA rank deployments.

• Noise perturbation. To further obscure these contributions, the

clipped local updates are then perturbed by the Gaussian noise
with mean 0 and standard deviation 𝑆𝜎 , i.e., Δ𝝎𝑡𝑖 = Δ𝝎𝑡𝑖 +
N(0, 𝑆2𝜎2), where 𝜎 controls the scale of noise.

2.3 Motivation

Motivation 1: Structural asymmetry and rank variations in

LoRA modules can amplify DP noise impact. While DP inher-

ently compromises model accuracy, this issue is more salient in

FedLoRA. In general, LoRA modules possess an intrinsic structural
asymmetry [17], i.e., up-projection matrices (i.e., 𝑩) which map

extracted features back to the high-dimensional output space, ex-

hibit larger gradient norms than down-projection matrices (i.e., 𝑨).
Standard DP enforces a shared clipping threshold on both matrices,

causing sensitive features in 𝑨 to be easily overwhelmed by noise.

This DP noise sensitivity is further magnified by the LoRA rank.

Table 1 offers a comparative analysis of private FedLoRA by fine-

tuning the RoBERTa-base model [25] on QNLI dataset [35]. As rank

𝑟 increases, the model becomes more susceptible to strict privacy

budgets (smaller 𝜖). That is, blindly adding noise to LoRA param-

eters without accounting for structural differences can severely

degrade the utility. Prior DP schemes often overlook the structural
nuance: scalar-level DP [44] that captures fine-grained sensitivity

is computationally prohibitive for LLMs, while layer-level DP [37]

ignores the internal 𝑨/𝑩 disparity in each LoRA module, resulting

in excessive noise injection (Table 2). To better balance privacy pro-

tection and model performance, a more precise clipping/perturbing

granularity that respects LoRA’s structural asymmetry is required.

Motivation 2: Client heterogeneity adversely impacts the

convergence of FedLoRA. Clients’ data distributions often vary
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Table 3: Main notations.

Symbol Description

𝑵 ,D𝑖 Client set and local dataset of client 𝑖

𝑾0,𝑾𝑖 Frozen backbone and client model

𝑨𝑖 ,𝑩𝑖 , 𝑟𝑖 LoRA matrices and rank of client 𝑖

Δ𝝎𝑡
𝑖

Local LoRA update in round 𝑡

P𝑡 , 𝐾 Selected clients and local steps

𝑠𝑖,𝑗,𝑚, 𝐻𝑖,𝑗,𝑚 Matrix-wise threshold and sensitivity

𝜎𝑖,𝑗,𝑚, 𝜎∗ Matrix noise scale and base noise scale

𝜖, 𝛿 DP privacy budget

𝜇1, 𝜇2, 𝜇3 Regularization, clipping, and KD factors

D̂, 𝑓 𝑡
𝑖

Public dataset and local logits

𝑓 𝑡 , 𝑓 𝑡𝑠 Aggregated and selected knowledge

𝜙, 𝜏 Selection threshold and KD temperature

considerably in labels, features and quantities in real-world scenar-

ios, which can be exacerbated by the randomness of DP noise [47].

This non-IID data distribution causes local model drift and adversely

impacts model convergence, worsening the privacy-utility trade-off,

as more communication rounds lead to more noise injection. As

illustrated in Fig. 1 on QNLI dataset, where training data follow the

Dirichlet distributionDir(𝛼) [20], larger performance degradation is

observed when data distributions become more divergent (smaller

𝛼). Additionally, LoRA modules with lower ranks (smaller 𝑟 ) lack

the capacity to generalize under non-IID data, making them much

more brittle to DP noise than higher-rank modules.

Furthermore, existing FedLoRAworksmostly focus on themodel-

homogeneous setting [4, 53], where all clients share identical model

structures (i.e., LoRA rank). Thus, the rank size has to be limited

to accommodate the most resource-constrained client, wasting the

potential of resource-abundant clients capable of training robust,

high-rank models to guide global training. To underscore this point,

we refer to Fig. 2 on MNLI dataset [35]. Compared to homogeneous

LoRA ranks (e.g., 𝑟 = {1, 1, 1} and 𝑟 = {8, 8, 8}), heterogeneous
LoRA deployment (e.g., 𝑟 = {8, 32, 64}) accelerates the fine-tuning
process by adaptively sizing clients’ LoRA ranks with available re-

sources. This presents a new challenge: how to effectively distribute
and aggregate LoRA modules of diverse ranks across clients.

3 iP-FedLoRA Design

In this section, we describe iP-FedLoRA, an improved private Fed-

LoRA framework to address the above challenges. Table 3 summa-

rizes the main notations used in this paper.

3.1 Overview

Threat model.We assume that the server and clients are honest-
but-curious, which is commonly adopted in most existing works on

privacy-preserving FL [24, 46]. That is, they will honestly follow

the protocol design, yet are curious about a target client’s private

information (e.g., memberships or data distributions) and want to

infer it from the shared messages. This assumption aligns with

cross-silo scenarios (e.g., institutional collaboration), where clients

are incentivized to cooperatively train a high-utility model rather

than disrupting the training process.

Design goal. The goal is to build an improved differentially private

FedLoRA framework that achieves the objectives below.

Figure 3: An overview of iP-FedLoRA architecture.

• Privacy Protection. It should protect clients’ privacy during fed-

erated fine-tuning. Neither the server nor the clients can reveal

any private information about individual clients.

• Accuracy. It should effectively mitigate the adverse impact of DP

noise, so as to preserve high model accuracy.

• Efficiency. It is expected to be efficient in federated fine-tuning

among heterogeneous clients, which often result in undermined

training efficiency with slow convergence.

Architecture. We achieve the above goals through matrix-wise

private local fine-tuning and KD-based heterogeneous federated

aggregation. Fig. 3 depicts the main architecture of iP-FedLoRA,

which proceeds in rounds of synchronization.

1○ LoRA Module Customization and Client Selection. The server

first sends the backbone 𝑾0 and a customized LoRA module

𝝎0

𝑖 = [𝑨0

𝑖 ,𝑩
0

𝑖 ] with rank 𝑟𝑖 to each client 𝑖 ∈ 𝑵 based on its

available resources. At the beginning of each round 𝑡 , the server

randomly selects a subset of clients P𝑡 ∈ 𝑵 as participants.

2○ Private Local Fine-Tuning with Update Regularization. Each se-

lected client 𝑖 ∈ P𝑡 performs matrix-wise differentially private

fine-tuning with regularization to obtain the private LoRA up-

date Δ𝝎𝑡𝑖 and update local model 𝝎𝑡𝑖 .
3○ Heterogeneous Federated LoRA Aggregation. Each client 𝑖 ∈ P𝑡

computes local knowledge 𝑓 𝑡𝑖 in the form of logits for model

𝝎𝑡𝑖 using public dataset D̂ and sends it to the server. The server

aggregates {𝑓 𝑡𝑖 }𝑖∈P𝑡 to derive global knowledge 𝑓 𝑡 , then selects

high-quality knowledge 𝑓 𝑡𝑠 and dispatches it to all clients.

4○ Local Training and Update. Each client 𝑖 ∈ 𝑵 performs the KD

process with global knowledge 𝑓 𝑡𝑠 in Eq. (7) and updates the

local LoRA module for the next round.

The details of iP-FedLoRA are shown in Alg. 1. Initially, the

server customizes LoRA modules for clients (line 1). In each round 𝑡 ,

it selects participating clients P𝑡 (line 3), who perform private local
fine-tuning with regularization for private LoRA update and then

send their local knowledge to the server (lines 10-14). The server

then aggregates and selects high-quality knowledge to distribute to

all clients (lines 4-7). Finally, clients conduct the KD process for

local model updates (lines 15-17).

3.2 Matrix-Wise Differentially Private Local

Fine-Tuning with Update Regularization

During local fine-tuning, private FedLoRA systems typically clip

and perturb clients’ LoRA updates with random noise before send-

ing them to the server. Yet, current methods often ignore the struc-

tural fragility of low-rank matrices, which are far more brittle to
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Algorithm 1: iP-FedLoRA

Input: Clients 𝑵 , round number𝑇 , KD process steps 𝐾𝑑
Output: Private federated fine-tuned model𝑾
// Server

1 Initialize and send𝑾0 and 𝝎0

𝑖
= [𝑨0

𝑖
,𝑩0

𝑖
] to each client 𝑖 ∈ 𝑵

2 for each round 𝑡 ∈ {0, · · · ,𝑇 − 1} do
3 Select participating clients P𝑡 from 𝑵
4 Receive local knowledge 𝑓 𝑡

𝑖
from selected client 𝑖 ∈ P𝑡

5 𝑓 𝑡 ← Conduct knowledge aggregation in Sec. 3.3

6 𝑓 𝑡𝑠 ← Conduct knowledge selection in Sec. 3.3

7 Send selected knowledge 𝑓 𝑡𝑠 to all clients

// Client 𝑖 ∈ 𝑵
8 Receive𝑾0 and 𝝎0

𝑖
from server for LoRA module customization

9 for each round 𝑡 ∈ {0, · · · ,𝑇 − 1} do
10 if 𝑖 ∈ P𝑡 then
11 Δ𝝎𝑡𝑖 ← Run private local fine-tuning by Alg. 2

12 𝝎𝑡
𝑖
← 𝝎𝑡

𝑖
+ Δ𝝎𝑡𝑖

13 Update local model𝑾𝑡
𝑖
=𝑾0 + 𝑩𝑡𝑖𝑨𝑡𝑖 =𝑾0 +𝝎𝑡𝑖

14 Calculate and send local knowledge 𝑓 𝑡
𝑖
to server

15 Receive global aggregated knowledge 𝑓 𝑡𝑠 from server

16 𝝎𝑡+1
𝑖
← KnowledgeDistill(𝑓 𝑡𝑠 )

17 Update local model𝑾𝑡+1
𝑖

=𝑾0 + 𝑩𝑡+1𝑖
𝑨𝑡+1
𝑖

18 Function KnowledgeDistill(𝑓 𝑡𝑠 ):
19 for each step 𝑘𝑑 ∈ {0, 1, · · · , 𝐾𝑑 − 1} do
20 for batch 𝒃 ∈ { (𝑥 𝑗 , 𝑦 𝑗 , 𝑓 𝑡𝑠 (𝑥 𝑗 ) ) }𝑥𝑗 ∈D̂ do

21 𝝎𝑡+1
𝑖
← 𝝎𝑡

𝑖
− 𝜂∇𝑙𝐾𝐷 (𝑾𝑡

𝑖
,𝒃 ) in Eq. (7)

22 return 𝝎𝑡+1
𝑖

noise-induced drift than high-rank ones. We propose a matrix-wise

differentially private fine-tuning scheme, where update regulariza-

tion is also performed to mitigate the noise-induced model drift.

Rank-compensated LoRA regularization. In vanilla FedLoRA,

clients optimize local models based solely on private data. Given

the compound impact of non-IID distributions and DP noise, lo-

cal updates can deviate drastically from the global optimum. We

identify a critical reliability gap: clients with smaller LoRA ranks 𝑟𝑖
are more susceptible to being biased by noise-induced model drift,

whereas higher-rank clients exhibit greater robustness. Existing

scalar regularization methods fail to account for this structural

disparity. To bridge this gap, we enforce a rank-aware regulariza-
tion that acts as a rank compensator. For each client 𝑖 ∈ P𝑡 , the
optimization objective is reformulated to dynamically adjust the

constraint strength based on LoRA rank:

𝑙
(
𝑾 𝑡
𝑖

)
= 𝑙

(
𝑾 𝑡
𝑖

)
+ 𝜇1

2𝑟𝑖



Δ𝑾 𝑡
𝑖 − Δ𝑾 𝑡−1

𝑖



2
2
, (2)

where 𝜇1 is a smoothing factor and Δ𝑾 𝑡−1
𝑖 is the update from the

previous round. We scale the regularization term by 1/𝑟𝑖 to impose

a stricter penalty on low-rank clients, so as to anchor their fragile

updates closer to the global and prevent noise-driven divergence.

Also, it allows high-rank clients (smaller penalty) with more flexi-

bility to learn complex local features. Our introduced asymmetric
constraint ensures that all heterogeneous clients contribute reliable
updates despite their varying sensitivities to noise.

Matrix-wise adaptive DP mechanism. Due to the structural

asymmetry of LoRA, where up-projection matrices 𝑩 typically ex-

hibit larger gradients than down-projection matrices 𝑨, standard
layer-level DP with a unified threshold injects excessive noise into

the vulnerable 𝑨matrices. As such, we propose a matrix-wise adap-
tive mechanism to decouple the clipping and perturbation process

of 𝑨 and 𝑩, where each low-rank matrix is handled based on its

specific sensitivity to prevent performance degradation.

Let Δ˜𝝎𝑡𝑖 denote LoRA updates after clipping but before noise

perturbation, and Δ𝝎𝑡𝑖 denote the updates after perturbation. Specif-
ically, client 𝑖 clips each weight matrix 𝑚 (including 𝐴 and 𝐵)

at layer 𝑗 using an independent threshold 𝑠𝑖, 𝑗,𝑚 as Δ˜𝝎𝑖, 𝑗,𝑚 ←

Δ𝝎𝑡𝑖, 𝑗,𝑚 min

(
1,

𝑠𝑖,𝑗,𝑚

∥Δ𝝎𝑡
𝑖,𝑗,𝑚

∥2

)
and injects noise 𝜎𝑖, 𝑗,𝑚 ← 2

√
𝑀𝜎∗𝑠𝑖, 𝑗,𝑚 ,

where 𝑀 is the total weight matrix number and 𝜎∗ is the overall
noise scale. To theoretically quantify the impact of this granularity,

the expected mean-square error of matrix-wise DP is bounded by:

1

𝑀
E

(∑
𝑗,𝑚

1

|𝝎𝑖,𝑗,𝑚 | ∥Δ𝝎
𝑡
𝑖, 𝑗,𝑚 − Δ𝝎𝑡𝑖, 𝑗,𝑚 ∥2𝐹

)
≤ 2

𝑀
E

(∑
𝑗,𝑚

1

|𝝎𝑖,𝑗,𝑚 |

[
∥Δ˜𝝎𝑡𝑖, 𝑗,𝑚 − Δ𝝎𝑡𝑖, 𝑗,𝑚 ∥2𝐹 + ∥Δ𝝎

𝑡
𝑖, 𝑗,𝑚 − Δ˜𝝎𝑡𝑖, 𝑗,𝑚 ∥2𝐹

] )
≤ 2

𝑀

∑
𝑗,𝑚

1

|𝝎𝑖,𝑗,𝑚 | max

(
0, ∥Δ𝝎𝑡𝑖, 𝑗,𝑚 ∥2 − 𝑠𝑖, 𝑗,𝑚

)
2

︸                                                  ︷︷                                                  ︸
update clipping error

+ 8

∑
𝑗,𝑚

𝜎2∗ (𝑠𝑖, 𝑗,𝑚)2︸            ︷︷            ︸
noise perturbation error

,

(3)

where ∥ · ∥𝐹 is the Frobenius norm and |𝝎𝑖, 𝑗,𝑚 | is the parameter

count. Since the optimal 𝑠𝑖, 𝑗,𝑚 differs significantly between low-

rank matrices, i.e., 𝑨 and 𝑩, a unified threshold fails to minimize

the errors, underscoring the necessity for independent thresholds.

Momentum-based dynamic thresholding. Since LoRA updates

often exhibit high variance under DP, static clipping thresholds

for 𝑨 and 𝑩 are ineffective. To address this, we leverage the post-
processing property of DP [14] to estimate dynamic thresholds based

on the momentum of historical noisy updates. Specifically, we define
the clipping threshold 𝑠𝑖, 𝑗,𝑚 for the 𝑚-th matrix at round 𝑡 as a

privacy-free predictor :

𝑠𝑖, 𝑗,𝑚 ← 𝜇2




𝒗𝑡𝑖, 𝑗,𝑚



2

, (4)

where 𝜇2 > 0 is the scaling factor and 𝒗𝑡𝑖, 𝑗,𝑚 ← 𝛾𝒗𝑡−1𝑖, 𝑗,𝑚 + (1 −
𝛾)Δ𝝎𝑡−1𝑖, 𝑗,𝑚 tracks the moving average of the published noisy updates

Δ𝝎𝑡−1. This approach adaptively captures the distinct scales of 𝑨
and 𝑩 without consuming privacy budget, thereby minimizing noise

variance while preserving informative update directions.

Sensitivity-aware noise allocation.We next align the noise scale

with the estimated sensitivity. Given thatD andD′ are neighboring
datasets differing by adding or removing all samples of any client,

the ℓ2-sensitivity of client 𝑖’s𝑚-th LoRA matrix is

𝐻𝑖, 𝑗,𝑚 =maxD,D′



Δ𝝎𝑡𝑖, 𝑗,𝑚 (D) − Δ𝝎𝑡𝑖, 𝑗,𝑚 (D′)




2

≤ 2𝑠𝑖, 𝑗,𝑚 . (5)

Inspired by [44] and in line with Eq. (5), noise scale 𝜎𝑖, 𝑗,𝑚 added

to Δ𝝎𝑡𝑖, 𝑗,𝑚 for privacy protection needs to satisfy

∑
𝑗,𝑚

𝐻 2

𝑖,𝑗,𝑚

𝜎2
𝑖,𝑗,𝑚

≤ 1

𝜎2∗
.

Hence, we set 𝜎𝑖, 𝑗,𝑚 =
√
𝑀𝜎∗𝐻𝑖, 𝑗,𝑚 to ensure that “sparse” matrices

(i.e., 𝑨) receive less noise, while “dense” matrices (i.e., 𝑩) are ac-
commodated with higher thresholds, effectively preserving LoRA’s

structural integrity under the overall (𝜖, 𝛿)-DP guarantee.

The whole private local fine-tuning process is detailed in Alg. 2.

Every selected client performs local LoRA update with regulariza-

tion (lines 2-11). Subsequently, the adaptive clipping threshold is
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Algorithm 2: Private local fine-tuning for client 𝑖

Input: Round 𝑡 , overall noise scale 𝜎∗ , local steps 𝐾 , LoRA rank 𝑟𝑖 , total

number of matrices𝑀 , initial threshold, 𝑠𝑖𝑛𝑖𝑡 = 1, momentum 𝒗𝑖 = 0
Output: Private fine-tuned LoRA update Δ𝝎𝑡𝑖

1 Δ𝑾𝑡,0
𝑖
← Δ𝑾𝑡−1

𝑖
= 𝑩𝑡−1

𝑖
𝑨𝑡−1
𝑖

2 for each step 𝑘 ∈ {0, · · · , 𝐾 − 1} do
3 Sample data samples 𝒃𝑡,𝑘 ∈ D𝑖
4 𝑙 (𝑾𝑡,𝑘−1

𝑖
) ← 𝑙 (𝑾𝑡,𝑘−1

𝑖
) + 𝜇

1

2𝑟𝑖
∥Δ𝑾𝑡,𝑘−1

𝑖
− Δ𝑾𝑡−1

𝑖
∥2
2

5 𝑔
𝑡,𝑘
𝑖
← 1

|𝒃𝑡,𝑘 |
∑
(𝑥,𝑦) ∈𝒃𝑡,𝑘 ∇𝑙 (𝑾

𝑡,𝑘−1
𝑖

, 𝑥, 𝑦)

6 if 𝑘 = 0 then 𝑔
𝑡,𝑘
𝑖

= 𝑔
𝑡,𝑘
𝑖

7 else 𝑔
𝑡,𝑘
𝑖
← 𝛾𝑔

𝑡,𝑘−1
𝑖

+ (1 − 𝛾 )𝑔𝑡,𝑘
𝑖

8 𝝎𝑡,𝑘
𝑖
← 𝝎𝑡,𝑘−1

𝑖
− 𝜂𝑔𝑡,𝑘

𝑖

9 Δ𝝎𝑡
𝑖
← {Δ𝑨𝑡

𝑖
,Δ𝑩𝑡

𝑖
} = 𝝎𝑡,𝐾

𝑖
− 𝝎𝑡,0

𝑖

10 for each weight matrix𝑚 at each layer 𝑗 do
11 if 𝑡 = 0 then 𝑠𝑖,𝑗,𝑚 ← 𝑠𝑖𝑛𝑖𝑡

12 else 𝑠𝑖,𝑗,𝑚 ← 𝜇2 ∥𝒗𝑡𝑖,𝑗,𝑚 ∥2
13 𝐻𝑖,𝑗,𝑚 ← 2𝑠𝑖,𝑗,𝑚, 𝜎𝑖,𝑗,𝑚 ←

√
𝑀𝜎∗𝐻𝑖,𝑗,𝑚

// Update clipping
14 Δ˜𝝎𝑡

𝑖,𝑗,𝑚
← Δ𝝎𝑡

𝑖,𝑗,𝑚
min(1, 𝑠𝑖,𝑗,𝑚/∥Δ𝝎𝑡𝑖,𝑗,𝑚 ∥2 )

// Noise perturbation

15 Δ𝝎𝑡𝑖,𝑗,𝑚 ← Δ˜𝝎𝑡𝑖,𝑗,𝑚 + N(0, (𝜎𝑖,𝑗,𝑚 )2 )
16 𝒗𝑡+1

𝑖,𝑗,𝑚
← 𝛾𝒗𝑡

𝑖,𝑗,𝑚
+ (1 − 𝛾 )Δ𝝎𝑖,𝑗,𝑚

17 return Δ𝝎𝑡𝑖

calculated, followed by update clipping and noise perturbation for

each LoRA update matrix (lines 12–17).

3.3 Noise-Resilient Heterogeneous Aggregation

Heterogeneous LoRA ranks across clients create a structural barrier
against direct parameter aggregation. This is exacerbated by the

injected matrix-wise DP noise, which corrupts parameter utility

and renders naive averaging catastrophic. To bridge this gap, iP-

FedLoRA employs a noise-resilient federated distillation scheme.

Unlike standard KD [10], our approach is specifically tailored to

filter out DP-induced noise and enforce consensus among model-

heterogeneous clients. The overall process is integrated into Alg. 1.

KD-based heterogeneous LoRA aggregation. Instead of ex-

changing noise-perturbed LoRA matrices [16, 39], we leverage

KD as a semantic bridge that facilitates knowledge transfer over
clients with heterogeneous LoRA. In particular, clients project

private knowledge onto an unlabeled public dataset D̂, which is

constructed via generative synthesis in Appendix C. At a high

level, each selected client 𝑖 ∈ P𝑡 computes local knowledge in

the form of logits for model 𝑾 𝑡
𝑖 , i.e., 𝑓

𝑡
𝑖 (𝑥) = Forward(𝑥 ;𝑾0 +

𝐵𝑡𝑖𝐴
𝑡
𝑖 ),∀𝑥 ∈ D̂. This knowledge is subsequently sent to the server

for aggregation, and redistributed to clients for distillation, formu-

lated as min𝝎 E
𝑥 𝑗∼D̂𝜏

2𝐷𝐾𝐿 (𝜓 (𝑓 𝑡𝑖 /𝜏)∥𝜓 (𝑓 𝑡/𝜏)), where the global

knowledge is 𝑓 𝑡 = 1

| P𝑡 |
∑ | P𝑡 |
𝑖=1

𝑓 𝑡𝑖 , 𝐷𝐾𝐿 is the Kullback-Leibler diver-

gence, 𝜏 is the temperature, and𝜓 (·) is the activation function.

Correlation-guidedknowledge aggregation.Nevertheless, model

structure heterogeneity can result in disparate confidence levels in

clients’ local knowledge. Low-rank clients are more easily impacted

by DP noise, producing volatile logits, whereas high-rank clients at-

tain highly stable predictions. Simple averaging would allow noisy

clients to pollute global knowledge. To mitigate this, we devise a

weighted aggregation scheme based on knowledge correlation. The

intuition is that valid knowledge should exhibit consensus, while

DP-induced errors are random and uncorrelated.

Specifically, for each local knowledge 𝑓 𝑡𝑖 , the server calculates

the Pearson correlation coefficient with the ensemble, i.e., 𝜌𝑡𝑖 =∑
𝑥𝑗
(𝑓 𝑡
𝑖
(𝑥 𝑗 )−𝑓 𝑡𝑖 ) (𝑅 (𝑥 𝑗 )−𝑅)√︂∑

𝑥𝑗
(𝑓 𝑡
𝑖
(𝑥 𝑗 )−𝑓 𝑡𝑖 )2

√︃∑
𝑥𝑗
(𝑅 (𝑥 𝑗 )−𝑅)2

, where 𝑓 𝑡𝑖 (𝑥 𝑗 ) is the logit for sam-

ple𝑥 𝑗 from D̂, 𝑓 𝑡
𝑖
=

∑
𝑥 𝑗
𝑓 𝑡𝑖 (𝑥 𝑗 )/|D̂ |, and𝑅(𝑥 𝑗 ) =

∑ | P𝑡 |
𝑖=1

𝑓 𝑡𝑖 (𝑥 𝑗 )/|P𝑡 |
is the average knowledge with 𝑅 =

∑
𝑥 𝑗
𝑅(𝑥 𝑗 )/|D̂ |. Then the ag-

gregation weight for knowledge 𝑓 𝑡𝑖 is 𝜆𝑡𝑖 = 𝑒
𝜌𝑡
𝑖 /∑ | P𝑡 |

𝑖=1
𝑒𝜌
𝑡
𝑖 . In other

words, we prioritize reliable clients while down-weighting those

whose predictions diverge due to excessive noise or limited rank,

yielding the aggregated knowledge:

𝑓 𝑡 (𝑥 𝑗 ) =
∑
𝑖∈P𝑡 𝜆

𝑡
𝑖 × 𝑓 𝑡𝑖 (𝑥 𝑗 ). (6)

Confidence-based denoising selection. Even with weighted

aggregation, the global knowledge may still carry accumulated

noise, manifesting as high-entropy (ambiguous) predictions that

can mislead local training. To prevent this “negative transfer”, the

server filters out DP-induced noise by selectively transferring only

high-confidence knowledge. For each sample 𝑥 𝑗 , the server cal-

culates the maximum probability 𝜙 𝑗 = max(𝜓 (𝑓 𝑡 (𝑥 𝑗 ))) as the

prediction. Only predictions exceeding a confidence threshold 𝜙

are retained and distributed to clients, formalized as 𝑓 𝑡𝑠 (𝑥 𝑗 ) =

𝑓 𝑡 (𝑥 𝑗 ) · 1{𝜙 𝑗>𝜙 } ,∀𝑥 𝑗 ∈ D̂. This denoising selection ensures that

clients learn exclusively from trustworthy signals that have sur-

vived the DP perturbation. Upon receiving 𝑓 𝑡𝑠 , each client 𝑖 ∈ 𝑵
calculates pseudo-labels 𝑦 𝑗 = argmaxlabels 𝑓

𝑡
𝑠 (𝑥 𝑗 ) and updates𝑾 𝑡

𝑖

using cross-entropy loss 𝑙𝐶𝐸 and KL divergence 𝐷𝐾𝐿 for each batch

𝒃 ∈ {(𝑥 𝑗 , 𝑦 𝑗 , 𝑓 𝑡𝑠 (𝑥 𝑗 ))}𝑥 𝑗 ∈D̂ , i.e.,

𝑙𝐾𝐷 (𝑾 𝑡
𝑖 , 𝒃) =

1

|𝒃 |
∑︁

𝑥 𝑗 ∈𝒃

(
𝜇3𝑙𝐶𝐸 ((𝑥 𝑗 , 𝑦 𝑗 ),𝑾𝑡

𝑖 )

+ (1 − 𝜇3)𝐷𝐾𝐿
(
𝜓 (𝑓 𝑡𝑠 (𝑥 𝑗 )/𝜏)∥𝜓 (𝑓 𝑡𝑖 (𝑾 𝑡

𝑖 , 𝑥 𝑗 )/𝜏)
) )
.

(7)

3.4 Extension to Large-Scale FedLoRA Systems

iP-FedLoRA can also be extended to support large-scale FedLoRA
systems through client clustering, intra-cluster private local fine-
tuning and inter-cluster heterogeneous aggregation.
Resource-aware client clustering. Prior clustering methods [10]

often rely on data similarity, potentially raising privacy concerns.

To avoid this, the server clusters clients into 𝐶 groups A1, · · · ,A𝐶
based on resource capabilities (e.g., data volume, computing power,

memory, communication), using fuzzy membership [6]. Each client

is assigned to the cluster with the highest membership. A unique
LoRA module 𝝎𝑐 = [𝑨𝑐 ,𝑩𝑐 ] is customized for each cluster A𝑐 ,
with higher-rank modules allocated to resource-abundant clusters.

This maintains a uniform LoRA rank within clusters while allowing

for inter-cluster heterogeneity. Details of resource-aware client

clustering can refer to Appendix A.

Intra-cluster private local fine-tuning. In each round 𝑡 , the

server selects clients P𝑡𝑐 from each cluster A𝑐 , where a specific

client 𝑝𝑡𝑐 is designated for aggregation. Each selected client 𝑖 ∈
P𝑡𝑐 performs private fine-tuning with update regularization and

sends its private LoRA update Δ𝒘𝑡𝑖 to the cluster client 𝑝𝑡𝑐 . Then,
𝑝𝑡𝑐 employs FedAvg [29] for homogeneous aggregation within the
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Table 4: Statistics of the datasets.

Dataset # Train # Validation # Test Task Metric

MRPC 3,301 367 408 Paraphrase Identification F1 score

SST-2 66,675 674 872 Sentiment Analysis Accuracy

QNLI 103,695 1,048 5,463 QA/NLI Accuracy

QQP 360,210 3,639 40,430 Duplicate Question Detection Accuracy

MNLI 388,774 3,928 9,815 Natural Language Inference Accuracy

cluster, i.e., 𝝎𝑡𝑐 ← 𝝎𝑡𝑐 + 1

|P𝑡𝑐 |
∑
𝑖∈P𝑡𝑐 Δ𝝎

𝑡
𝑖 to update the cluster LoRA

module 𝝎𝑡𝑐 and cluster model𝑾 𝑡
𝑐 .

Inter-cluster heterogeneous federated aggregation. Each clus-

ter client 𝑝𝑡𝑐 computes knowledge 𝑓 𝑡𝑐 on cluster model𝑾 𝑡
𝑐 and sends

it to the server. The server then aggregates them to derive global

knowledge 𝑓 𝑡 , selects high-quality knowledge 𝑓 𝑡𝑠 and dispatches

it to cluster clients. Finally, each client 𝑝𝑡𝑐 performs KD process

with 𝑓 𝑡𝑠 to update cluster LoRA module 𝝎𝑡+1𝑐 and distributes it to

all clients in A𝑐 for local update.

3.5 Privacy and Convergence Analysis

Wenow present the formal privacy guarantee of iP-FedLoRA, where

the proof sketch is given in Appendix B.1.

Theorem 1 (Privacy Guarantee). Let 𝑀 and 𝐼𝑖 denote the
number of weight matrices and the number of participating rounds
of client 𝑖 . Given the privacy budget (𝜖, 𝛿), sampling ratio 𝑞 =

|𝒃 |
|D𝑖 |

with batch 𝒃 and integer 𝛽 > 1 + 𝑙𝑜𝑔 (1/𝜖 )
𝛿

, if noise scales {𝜎𝑖, 𝑗,𝑚} for

each LoRA matrix𝑚 of client 𝑖 in layer 𝑗 satisfy
∑
𝑗,𝑚

𝐻 2

𝑖,𝑗,𝑚

𝜎2
𝑖,𝑗,𝑚

≤ 1

𝜎2∗
with

𝜎∗ such that 𝐼𝑖𝑞𝛽
2𝜎2∗
+ 𝑙𝑜𝑔 (1/𝛿 )

𝛽−1 ≤ 𝜖 , iP-FedLoRA achieves (𝜖, 𝛿)-DP for
each client.

We next provide the convergence result under several commonly

used assumptions [52], with the proof in Appendix B.2.

Assumption 1 (Smoothness). The local loss function 𝑙 (·) is
L-smooth, such that ∥∇𝑙 (𝑥) − ∇𝑙 (𝑦)∥ ≤ 𝐿∥𝑥 − 𝑦∥,∀𝑥,𝑦 ∈ R.

Assumption 2 (Bounded Gradient). There exists𝐺 > 0 such
that local gradient is bounded, i.e., ∥∇𝑙 (𝑾 𝑡,𝑘

𝑖
)∥ ≤ 𝐺 .

Assumption 3 (BoundedVariance). There exist two constants
𝜎𝑙 > 0 and 𝜎𝑔 > 0 such that the variance of every local gradient
is bounded for any client 𝑖 , i.e., E𝑥∼D𝑖 [∥∇𝑙 (𝑾𝑖 , 𝑥) − ∇𝑙 (𝑾𝑖 )∥2] ≤
𝜎2
𝑙
, and the global variance of the local gradient is bounded, i.e.,
∥∇𝑙 (𝑾𝑖 ) − ∇L(𝑾 )∥2 ≤ 𝜎2𝑔 .

Theorem 2 (Convergence). Under the Assumptions 1-2, for
any noise scale in Theorem 1, we have the following convergence result
for iP-FedLoRA:
1

𝑇

𝑇∑︁
𝑡=1

E
[
∥∇L(𝑾𝑡 ) ∥2

]
≤ O

(
1

𝜂𝐾𝑇
+ 𝜂𝑀 + 𝜂2𝐾 (1 +𝐾 )

)
︸                                    ︷︷                                    ︸

from FedAvg

+ O
(
𝑀𝑞𝑟 (𝜖 + 2𝑙𝑜𝑔 ( 1

𝛿
) )

𝜖2𝜂𝐾𝑁

)
︸                           ︷︷                           ︸
from matrix-level DP

.

4 Experiments

4.1 Evaluation Setup

Implementation details. We conduct experiments using PyTorch

2.2.1 and CUDA 12.2 on a GPU server equipped with six NVIDIA

GeForce RTX 4090 GPUs, where one node serves as the server and

(a) SST-2 (RoBERTa-base) (b) MNLI (Llama-3.2-3B)

Figure 4: Comparison of test accuracy versus global rounds.

the rest simulate 10 clients. Results for the larger-scale iP-FedLoRA

involving 50 clients are also presented in Appendix E. Consistent

with previous studies [53], we add LoRA to the multi-head attention

module and feed-forward network of each Transformer layer.

Datasets and models.We evaluate iP-FedLoRA on three widely

used LLMs and five real-world datasets in Table 4. We fine-tune

RoBERTa-base [25] and DeBERTa-v3-base [19] on MRPC, SST-2,

and QNLI [35], as well as Llama-3.2-3B [30] on QQP and MNLI [35].

To circumvent the often unrealistic assumption of possessing in-

domain real-world public data, we employ a synthetic data genera-

tion strategy for data-free KD [27, 54]. Specifically, we leverage the

exceptional generation capability of a pre-trained LLM deployed

on the cloud server, guided by the task descriptions as detailed in

Appendix C. These synthetic samples constitute the public dataset

D̂, ensuring that the server operates without access to real data

distributions or private client data, while maintaining the semantic

relevance required for KD.

Hyper-parameters. We use the AdamW optimizer and batch size

|𝒃 | = 32. We set privacy parameters 𝜖 = 4, 𝛿 = 1𝑒 − 5, regularization
factor 𝜇1 = 3.2 and clipping factor 𝜇2 = 1.1. Details of privacy ac-

counting are provided in Appendix D. We study data heterogeneity

using a Dirichlet distribution [20] with 𝛼 = 5 and set client selec-

tion ratio to 0.5. For model heterogeneity, we vary the LoRA rank

𝑟 ∈ {1, 8, 16, 32, 64} and focus on average accuracy. For KD-based

heterogeneous LoRA aggregation, we set the balance coefficient

𝜇3 = 0.4, selection threshold 𝜙 = 0.6 and temperature 𝜏 = 5.

Baselines. We choose the following baselines for comparisons.

• DP-LoRA [49] applies DP-SGD to LoRA for achieving privacy-

preserving fine-tuning.

• FedPETuning [53] conducts parameter-efficient federated fine-

tuning on homogeneous models.

• FAH-QLoRA [16] enables heterogeneous federated LoRA aggre-

gation via utilizing zero-padding and truncation.
• FLoRA [39] stacks local LoRA matrices for heterogeneous aggre-

gation, enabling rank-flexible global updates.

• FFA-LoRA [32] applies DP to FedLoRA by only freezing non-zero
matrices and tuning zero-initialized ones.

4.2 End-to-End Performance

iP-FedLoRA improves model accuracy. Table 5 summarizes the

accuracy of iP-FedLoRA and baselines. DP-LoRA+FedPETuning

shows lower accuracy due to homogeneous LoRA aggregation. In

contrast, DP-LoRA+FAH-QLoRA and DP-LoRA+FLoRA improve

accuracy up to 1.2% and 2.2%, respectively, through assigning vari-

ous LoRA rank modules. FFA-LoRA neglects the variance of noise
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Table 5: Accuracy (%) or F1 score (%) of iP-FedLoRA and the baselines on different datasets and LLMs.

Method

RoBERTa-base DeBERTa-v3-base Llama-3.2-3B

MRPC SST-2 QNLI MRPC SST-2 QNLI QQP MNLI

DP-LoRA+FedPETuning 85.9±1.02 92.0±0.42 84.2±1.22 85.5±1.52 92.5±0.27 86.5±0.58 85.1±0.18 85.1±0.45
DP-LoRA+FAH-QLoRA 85.7±0.40 92.2±0.12 85.2±1.72 85.9±0.85 92.9±0.95 86.8±0.56 86.3±0.24 86.1±0.27

DP-LoRA+FLoRA 86.2±0.82 92.3±1.01 85.9±0.21 86.5±0.97 93.0±0.58 87.3±1.24 87.3±0.22 87.2±0.83
FFA-LoRA 85.3±1.00 92.3±1.37 85.2±0.32 85.8±1.24 92.7±0.15 87.0±0.43 86.4±0.66 85.8±0.40

iP-FedLoRA 87.1↑1.8 93.3↑1.3 87.5↑3.3 87.0↑1.5 93.5↑1.0 89.0↑2.5 88.9↑3.8 87.8↑2.7

Table 6: Ablation study on components of iP-FedLoRA.

DP Data Hetero. Model Hetero. Acc.(%)

DP-SGD ✗ ✗ 84.8

matrix-wise DP ✗ ✗ 86.5

matrix-wise DP LoRA regularization truncation 86.6

matrix-wise DP freeze non-zero matrices noise-resilient KD 87.2

matrix-wise DP LoRA regularization noise-resilient KD 87.5

Table 7: Accuracy comparison of standalone regularization

and heterogeneous aggregation modules with standard DP.

Method QNLI QQP Method QNLI QQP

FedProx 84.5 85.8 FAH-QLoRA 85.0 86.1

FedDyn 84.7 86.1 FLoRA 85.9 87.2

LoRA regularization 85.3 86.9 noise-resilient KD 86.8 87.8

impact on different LoRA modules and struggles with model het-

erogeneity. iP-FedLoRA achieves a 1.3% − 3.8% accuracy gain by

combining matrix-wise adaptive DP and addressing client hetero-

geneity in data distribution and models.

iP-FedLoRA expedites convergence. A key concern with iP-

FedLoRA is whether its accuracy improvement compromises model

convergence. Fig. 4 presents model accuracy versus training rounds.

iP-FedLoRA converges 1.8× and 2.5× faster than baselines on RoBERTa-
base and Llama-3.2-3B.

4.3 Ablation Study

Component-wise evaluation of iP-FedLoRA. To evaluate the

effectiveness of each key component in iP-FedLoRA, we conduct an

ablation study using RoBERTa-base on QNLI dataset. As shown in

Table 6, replacing DP-SGDwith our matrix-wise DP alone improves

accuracy by 1.7%. Further gains arise from handling heterogeneity:

combining matrix-wise DP with “freeze non-zero matrices” (FFA-

LoRA) and our noise-resilient heterogeneous LoRA aggregation

yields 87.2%, while our LoRA regularization paired with noise-

resilient aggregation achieves the best (+2.7% over DP-SGD).

Comparison of regularization methods. Table 7 shows that our

rank-compensated LoRA regularization outperforms FedProx [23]

and FedDyn [2] by 0.8%-1.1%. This is because it adapts to LoRA

rank heterogeneity and prevents overfitting for low-rank clients

while preserving informative updates for high-rank ones.

Comparison of heterogeneous LoRA aggregation methods.

From Table 7, compared to heterogeneous federated LoRA aggrega-

tion baselines, our noise-resilient aggregation improves accuracy by

0.6%-1.8%. This gain is achieved by effectively filtering DP-polluted

knowledge and learning high-quality knowledge across clients.

(a) Time breakdown. (b) Overall time cost.

Figure 5: Resource cost versus time.

Figure 6: Impact of

maximum rank.

Table 8: Comparison of computational and communication

costs.

Method Comp.(s) Acc.(%) Method Comm.(MB)

DP-SGD 18.3 84.2 FLoRA 1.18

matrix-wise DP 20.5↑2.2 87.5↑3.3 noise-resilient KD 0.08↓14.7×

4.4 Resource Cost

Breakdown of iteration time in iP-FedLoRA. Fig. 5(a) shows

the iteration time of iP-FedLoRA on RoBERTa-base, where “idle”

is sync waiting. Matrix-wise DP adds only 4.2% overhead, while

noise-resilient heterogeneous aggregation takes 20.5% of the total

time, which remains acceptable.

Overall time comparison with baselines. Fig. 5(b) presents the

comparison results of overall time consumption. Compared to the

baselines, iP-FedLoRA speeds up training to 1.37 − 2.23× in terms

of wall-clock time. This improvement is attributed to the far fewer
convergence rounds than baselines.

Comparison of single component. We analyze per-round cost to
verify the practicality in real deployments in Table 8. Matrix-wise

DP increases computation by only 2.2s but yields 3.3% accuracy

gains over DP-SGD, and noise-resilient KD cuts communication

cost by 14.7× compared with FLoRA, showing its efficiency.

4.5 Sensitivity Analysis

We conduct a sensitivity analysis for iP-FedLoRA by fine-tuning

RoBERTa-base on QNLI dataset.

Impact of maximum LoRA rank. Basically, a higher maximum

rank 𝑟 indicates a larger disparity in clients’ resource availabilities

and an increased heterogeneity. From Fig. 6, iP-FedLoRA performs

better as 𝑟 increases, achieving a 1.2% accuracy improvement.

Impact of privacy budget. Table 9 presents model accuracy with

varying privacy budget 𝜖 . As privacy protection is enhanced (i.e.,

smaller 𝜖), model accuracy generally declines for both methods,

but iP-FedLoRA exhibits less degradation under stricter privacy

guarantees, particularly at 𝜖 = 2, showing the effectiveness of our

matrix-aware DP method.
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Table 9: Impact of privacy budget 𝜖 with non-IIDness 𝛼 .

Method non-IID 𝝐 = 2 𝝐 = 4 𝝐 = 8

DP-LoRA

+FedPETuning

𝛼 = 1 83.1±0.31 84.0±0.11 85.0±0.95
𝛼 = 5 83.5±0.19 84.7±0.82 86.0±0.54
𝛼 = 10 83.9±0.21 85.2±0.14 86.8±0.10

iP-FedLoRA

𝛼 = 1 86.1↑3.0 86.5↑2.5 86.7↑1.7
𝛼 = 5 86.7↑3.2 87.0↑3.0 87.8↑1.8
𝛼 = 10 87.0↑3.1 87.9↑2.7 88.4↑1.6

Table 10: Membership inference attack performance vs 𝜖.

Method 𝝐 = 4 𝝐 = 8 𝝐 = 16 𝝐 = ∞

Loss Attack 0.504 0.508 0.524 0.582

Neighbour Attack 0.518 0.522 0.564 0.641

LiRA 0.525 0.535 0.626 0.755

Impact of data non-IIDness. Typically, a smaller 𝛼 suggests more

heterogeneous data. Table 9 shows that under the same privacy bud-

get 𝜖 , iP-FedLoRA improves model accuracy up to 3.2% compared

to baseline across varying data non-IIDness.

4.6 Robustness Analysis

Resistance to membership inference attacks. We assess iP-

FedLoRA’s resistance to three common membership inference at-

tacks, i.e., Loss Attack [48], Neighbor Attack [28], LiRA [7], on the

Llama-3.2-3B model for QQP task. Table 10 measures the attack

success rate via AUC across varying privacy budgets. With strong

DP protection (e.g., 𝜖 = 4), all attacks show near-random guess

performance (AUC≈0.5), while removing DP (𝜖 =∞) significantly
enhances attack efficacy, with LiRA achieving the highest AUC of

0.755. These results validate our robustness against privacy attacks.

5 Related Work

Federated LoRA fine-tuning. LoRA has been recognized as one

of the most representative PEFT methods for LLMs [21]. With

increasing privacy concerns, FL [29] has emerged as a solution

that enables clients to jointly fine-tune LLMs without exposing

private data. Zhang et al. explore PEFT methods for FL [53]. Xu et al.
develop an efficient federated fine-tuning method using perturbed

inferences [43]. However, they still suffer from gradient leakage

and heterogeneity challenges. iP-FedLoRA complements them with

matrix-wise DP fine-tuning and noise-resilient aggregation.

Differentially private fine-tuning. DP is commonly adopted

as a rigorous privacy notion for measuring privacy risk [13]. Yu

et al. present DP-LoRA, a centralized private fine-tuning scheme

by applying DP-SGD to LoRA [49]. Sun et al. develop FFA-LoRA

to improve LoRA in privacy-preserving FL [32]. Wang et al. pro-
pose a relevance-based adaptive differentially private fine-tuning

framework to balance privacy and utility [37]. However, these so-

lutions overlook the structural asymmetry inherent in LoRA matri-

ces. Applying adaptive DP at the coarse-grained layer level forces

structurally disparate LoRA matrices to share clipping thresholds,

resulting in suboptimal noise allocation.

Heterogeneity in federated fine-tuning. Federated fine-tuning

faces unique challenges posed by client heterogeneity [5]. Babakniya

et al. propose SLoRA to address the limitations of LoRA in heteroge-

neous data [4]. Chen et al. design a federated dual-adapter teacher

framework for heterogeneous multi-modal FL [8]. Gao et al. pro-
pose FAH-QLoRA for dynamic LoRA rank adaptation and quanti-

zation, using zero-padding and truncation to enable heterogeneous

aggregation [16]. However, these methods often suffer from accu-

racy loss and lack of flexibility. In contrast, iP-FedLoRA develops a

noise-resilient KD scheme that selectively transfers high-confidence

knowledge, thereby mitigating heterogeneity issue without propa-

gating DP noise during distillation.

6 Conclusion

In this paper, we present iP-FedLoRA, an improved private feder-

ated fine-tuning framework for LLMs on heterogeneous clients. To

achieve better privacy-utility balance, iP-FedLoRA employs matrix-

wise differentially private local fine-tuning with rank-compensated

regularization, while at the same time developing noise-resilient

federated LoRA aggregation for robust knowledge transfer among

model-heterogeneous clients. Extensive evaluations corroborate

the effectiveness and superiority of iP-FedLoRA over baselines in

model accuracy and convergence.
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A Resource-Aware Client Clustering

The server groups clients into clusters based on resource availability
rather than private data attributes. Define the collective resource
feature of client 𝑖 as 𝝌𝑖 = [𝜒𝑖,1, 𝜒𝑖,2, 𝜒𝑖,3, 𝜒𝑖,4], which captures the

data volume, computing power, memory capacity and communi-

cation capacity, respectively. To address the feature scale prob-

lem, Min-Max normalization is performed on each feature such

that 𝜒𝑖,𝑘 =
𝜒𝑖,𝑘−min𝑗 𝜒 𝑗,𝑘

max𝑗 𝜒 𝑗,𝑘−min𝑗 𝜒 𝑗,𝑘
, where 𝜒𝑖,𝑘 is the 𝑘-th feature of 𝜒𝑖 .

The server randomly selects 𝐶 resource features from all clients to

serve as initial clustering centers 𝜈1, 𝜈2, · · · , 𝜈𝐶 . For each client 𝑖 , its

fuzzy membership [6] for every cluster center 𝜈𝑐 is calculated as

𝑢𝑖,𝑐 = 1/∑𝐶
𝑗=1

[
𝑑 (𝝌𝒊 ,𝝂𝒄 )
𝑑 (𝝌𝒊 ,𝝂𝒋 )

] 2

𝑚−1
, which reflects the probability of 𝑖 be-

ing assigned to cluster A𝑐 . Here, 𝑑 (𝝌𝒊, 𝜈𝑐 ) =
√︁∑

𝑘 𝑤𝑘 (𝜒𝑖,𝑘 − 𝜈 𝑗,𝑘 )2,
𝑚 > 1 is the fuzzy factor and𝑤𝑘 is the weight of the 𝑘-th resource

feature. The client is then added to the highest-membership cluster.

For each cluster A𝑐 , update the cluster center 𝜈 𝑗 as 1

|A𝑐 |
∑
𝑖∈A𝑐 𝝌𝑖 .

This process is repeated until all cluster centers no longer change.

Finally, iP-FedLoRA computes a resource score 𝑄𝑐 =
∑
𝑘 𝑤𝑘𝜈𝑐,𝑘 for

each cluster and customizes a unique LoRA module for it. In partic-

ular, a client with a higher score will be assigned to a larger rank

𝑟𝑐 , thus achieving flexible LoRA rank adaptation.

B Proofs of Theorems

B.1 Proof for Theorem 1

Thanks to the post-processing property of DP [14], it suffices to

show that accurate matrix-wise DP local fine-tuning satisfies (𝜖, 𝛿)-

DP in our iP-FedLoRA, since the subsequent modules like LoRA
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regulation and heterogeneous federated LoRA aggregation incur no

extra privacy loss. To establish this privacy guarantee, we leverage

the techniques of Rényi differential privacy (RDP) to analyze the

privacy cost of the composition of Gaussian noise mechanisms for

all𝑀 LoRA matrices. The results that we obtain via RDP are later

converted to DP. We first introduce several key definitions and

lemmas as follows.

Definition 2 (Rényi Divergence [31]). Given two probabil-
ity distributions 𝑃 and𝑄 , the Rényi divergence between 𝑃 and𝑄 with

𝛽 > 1 is defined by 𝐷𝛽 (𝑃 | |𝑄) ≜ 1

𝛽−1 𝑙𝑜𝑔 E𝑥∼𝑄
(
𝑃 (𝑥 )
𝑄 (𝑥 )

)𝛽
.

Definition 3 (RDP [31]). A randomized mechanismM : 𝐷 ←
R𝑑 is (𝛽, 𝜖)-RDP if for any two neighboring datasets D,D′, it holds
that 𝐷𝛽

(
M(D)||M(D′)

)
≤ 𝜖 .

Lemma 1 (RDP of Gaussian Mechanism [31]). If the sensi-
tivity of a function 𝑓 meets 𝐻𝑓 = 1, then the Gaussian Mechanism

G𝜎∗ (𝑓 ) = 𝑓 (D) + N(0, 𝜎2∗ ) satisfies
(
𝛽,

𝛽

2𝜎2∗

)
-RDP.

Lemma 2 (From RDP to DP [31]). If a randomized mechanism

M is (𝛽, 𝜖)-RDP, it satisfies
(
𝜖 + 𝑙𝑜𝑔 (1/𝛿 )

𝛽−1 , 𝛿

)
-DP for any 𝛿 ∈ (0, 1).

Lemma 3 (Seqential Composition of RDP [31]). Suppose
M1 : D → R1 satisfy (𝛽, 𝜖1)-RDP and M2 : R1 × D → R2

satisfy (𝛽, 𝜖2)-RDP, then the composition mechanism defined asM :=

(M1 (D),M2 (D)), satisfies (𝛽, 𝜖1 + 𝜖2)-RDP.
Lemma 4 (Parallel Composition of RDP [31]). Given a

collection of disjoint subsets of the dataD𝑖 ∈ D, for any 𝑖 = 1, · · · , 𝑁 .
Let mechanismM satisfies (𝛽, 𝜖)-RDP, then the combination of these
mechanisms (M(D1),M(D2),· · · ,M(D𝑁 )) satisfies (𝛽, 𝜖)-RDP.

Given these lemmas, we then formally present the proof.

Proof. Although the clipping threshold relies on historical data,

the privacy accounting remains rigorous under adaptive composi-

tion for RDP. Since the noise scale dynamically follows the sensitiv-

ity, the data-dependent term cancels exactly in the RDP calculation,

yielding a constant privacy cost.

Conditional sensitivity. Let ℎ𝑡−1 denote the history of all DP-

protected updates prior to round 𝑡 . By Eq. (4), 𝑠𝑡𝑖, 𝑗,𝑚 is solely post-

processed from ℎ𝑡−1. For any fixed ℎ𝑡−1, 𝑠𝑡𝑖, 𝑗,𝑚 is a deterministic

scalar independent of the current dataset D. According to Eq. (5),

the conditional ℓ2-sensitivity is bounded as𝐻
𝑡
𝑖, 𝑗,𝑚 | ℎ𝑡−1 =maxD∼D′

∥clip(Δ𝝎𝑡𝑖, 𝑗,𝑚 (D), 𝑠𝑡𝑖, 𝑗,𝑚) − clip(Δ𝝎𝑡𝑖, 𝑗,𝑚 (D′), 𝑠𝑡𝑖, 𝑗,𝑚)∥2 ≤ 2𝑠𝑡𝑖, 𝑗,𝑚 .

Conditional RDP per matrix. Given ℎ𝑡−1, the noise scale is

𝜎𝑡𝑖, 𝑗,𝑚 =
√
𝑀𝜎∗𝐻 𝑡𝑖, 𝑗,𝑚 = 2

√
𝑀𝜎∗𝑠𝑡𝑖, 𝑗,𝑚 . By Lemma 1, the conditional

RDP cost for matrix𝑚 in layer 𝑗 is

𝜖𝑡,𝑗,𝑚 (𝛽 ) | ℎ𝑡−1 ≤
𝛽 (𝐻𝑡

𝑖,𝑗,𝑚
| ℎ𝑡−1 )2

2(𝜎𝑡
𝑖,𝑗,𝑚
)2

=
𝛽 (2𝑠𝑡

𝑖,𝑗,𝑚
)2

2

(
2

√
𝑀𝜎∗𝑠𝑡𝑖,𝑗,𝑚

)
2
=

𝛽

2𝑀𝜎2

∗
.

Notice that 𝑠𝑡𝑖, 𝑗,𝑚 cancels exactly, making the conditional RDP cost

a constant independent of ℎ𝑡−1 and the current dataset.

Conditional RDP per round. Applying Lemma 3 across all 𝑀

matrices, the total conditional cost for round 𝑡 is constant, i.e.,

𝜖𝑡 (𝛽) | ℎ𝑡−1 ≤
∑︁
𝑗,𝑚

𝛽

2𝑀𝜎2∗
=

𝛽

2𝜎2∗
.

Adaptive composition and DP conversion. As the per-round

RDP cost is constant for any historyℎ𝑡−1, adaptive composition [31]

safely allows sequential summation. For 𝐼𝑖 participation rounds

with sampling ratio 𝑞, the total privacy guarantee for client 𝑖 is(
𝛽,

𝐼𝑖𝑞𝛽

2𝜎2∗

)
-RDP. Applying Lemma 2 yields

𝐼𝑖𝑞𝛽

2𝜎2∗
+ 𝑙𝑜𝑔(1/𝛿)

𝛽 − 1 ≤ 𝜖,

which is exactly the condition in Theorem 1.

□

B.2 Proof for Theorem 2

Proof. According to Assumption 1 and Eq. (5), it holds that

E[L(𝑾𝑡+1 ) ] ≤ L(𝑾𝑡 ) +
〈
∇L(𝑾𝑡 ),𝑾𝑡+1 −𝑾𝑡

〉
+ 𝐿

2



𝑾𝑡+1 −𝑾𝑡


2

≤ L(𝑾𝑡 ) +
〈
∇L(𝑾𝑡 ),E

[
1

𝑁

∑︁
𝑖∈𝑵

Δ𝝎𝑡𝑖

]〉
︸                                  ︷︷                                  ︸

𝑇
1

+ 𝐿
2

E







 1

𝑁

∑︁
𝑖∈𝑵

Δ𝝎𝑡𝑖






2︸                      ︷︷                      ︸
𝑇
2

+𝐿𝑀𝜎
2

∗
2𝑁

.

(8)

We simplify the term 𝑇1 ≤ 𝜂
〈
∇L(𝑾 𝑡 ),E [∇L(𝑾 )]

〉
, and bound

the term 𝑇2 ≤ 𝐿𝑀𝐾𝜂2𝐺2

2
with Assumption 2. Taking the sum of 𝑡

from 1 to 𝑇 in Eq. (8), we can derive that

E
[
L(𝑾𝑇+1 )

]
− E

[
L(𝑾 1 )

]
𝜂𝑇

≤ 1

𝑇

𝑇∑︁
𝑡=1

E
[〈
∇L(𝑾𝑡 ),E[∇L(𝑾 ) ]

〉]
+ 𝐿𝜂𝑀𝐾𝐺

2

2

+ 𝐿𝑀𝜎
2

∗
2𝜂𝑁

.

(9)

Given that ⟨𝑎, 𝑏⟩ = − 1

2
∥𝑎∥2 − 1

2
∥𝑏∥2 + 1

2
∥𝑎 − 𝑏∥2,∀𝑎,𝑏, we con-

vert the first part of Eq. (9) into − 𝐾
2𝑇

∑𝑇
𝑡=1 E

[

∇L(𝑾 𝑡 )


2] − 𝐺2

2𝐾𝑇
+

1

2𝑇

∑𝑇
𝑡=1 E

[
∥
√
𝐾∇L(𝑾 𝑡 ) − 1√

𝐾
E[∇L(𝑾 )] ∥2

]
. Inspired by [52], we

then scale the last term for a single round 𝑡 , we have

1

2𝑇

𝑇∑︁
𝑡=1

E

[



√𝐾∇L(𝑾𝑡 ) − 1

√
𝐾
E[∇L(𝑾 ) ]





2]
≤ 1

2𝑇𝑁

𝑁∑︁
𝑖=1

𝐾∑︁
𝑘=1

E
[


∇𝑙 (𝑾𝑡

𝑖 ) − ∇𝑙 (𝑾
𝑡,𝑘
𝑖
)



2]

≤ 𝐿2𝐾

2𝑇

(
5𝐾𝜂2 (𝜎2

𝑙
+ 6𝐾𝜎2

𝑔 ) + 30𝐾2𝜂2


∇L(𝑾𝑡 )



2) ,
(10)

where the first inequality comes from Jensen’s inequality, the sec-

ond inequality comes from Assumption 3.

When 𝜂 ≤ 1√
60𝐿𝐾

, combining Eq. (9) and Eq. (10) yields

1

𝑇

𝑇∑︁
𝑡=1

E
[

∇L(𝑾𝑡 )



2] ≤ 4

(
E

[
L(𝑾 1 )

]
− E[L(𝑾𝑇+1 ) ]

)
𝜂𝐾𝑇

+ 2𝐺2 (𝐿𝜂𝑀 − 1) + 10𝐿2𝐾𝜂2 (𝜎2

𝑙
+ 6𝐾𝜎2

𝑔 ) +
2𝐿𝑀𝜎2

∗
𝜂𝐾𝑁

= O
©­­­­«

1

𝜂𝐾𝑇
+ 𝜂𝑀 + 𝜂2𝐾 + 𝜂2𝐾2 + 𝑀𝑞𝛽𝑟

2

(
𝜖 −

𝑙𝑜𝑔 ( 1
𝛿
)

𝛽−1

)
𝜂𝐾𝑁

ª®®®®¬
Applying 𝛽 = 1 + 2

𝑙𝑜𝑔 (1/𝛿 )
𝜖

, we have
1

𝑇
E

[∑𝑇
𝑡=1 ∥∇L(𝑾 𝑡 )∥2

]
≤

O
(

1

𝜂𝐾𝑇
+ 𝜂𝑀 + 𝜂2𝐾 + 𝜂2𝐾2 + 𝑀𝑞𝑟 (𝜖+2𝑙𝑜𝑔 ( 1

𝛿
) )

𝜖2𝜂𝐾𝑁

)
, which completes the

proof. □

5949



KDD ’26, August 09–13, 2026, Jeju Island, Republic of Korea Nan Yan et al.

Figure 7: Ablation study of InterLoRA. Figure 8: Impact of maximum LoRA rank. Figure 9: Impact of cluster number.

Table 11: Impact of generator selection on QNLI.

Generator Acc.(%)

GPT-4o 87.5

Llama-3-8B-Instruct 87.5

Qwen3-1.7B 87.2

C Public Dataset Generation

Unlike prior works that rely on existing public datasets [10], which

are often unavailable or suffer from distribution shifts, iP-FedLoRA

constructs the public dataset D̂ via generative synthesis. The server

leverages GPT-4o to generate diverse, unlabeled samples based on

task-specific prompts. For instance, for the SST-2 sentiment analysis

task, we use the prompt: “Generate a diverse list of 100 sentences

that express either positive or negative opinions about movies,

similar to Rotten Tomatoes reviews.” We set the generation tem-

perature to 1.0 to ensure high diversity and generate 20% samples

of each task as the public dataset. This process is not only cost-

effective but also ensures that the distillation process is driven by

the semantic-related task rather than by a specific external dataset.

We further clarify the robustness of this public dataset generation

strategy to different generators. Our confidence-based denoising in

Sec. 3.3 filters out low-quality or ambiguous pseudo-labels, reduc-

ing the impact of generator capability. As shown in Table 11, QNLI

accuracy remains stable even with a compact 1.7B generator, sug-

gesting that smaller open-source LLMs are sufficient for synthetic

data generation.

D Privacy Accounting

To ensure strict (𝜖, 𝛿)-DP guarantees, we calibrate the noise param-

eters to the privacy budget. Specifically, given a target budget 𝜖

(eg., 𝜖 = 4) and the total number of communication rounds, we first

numerically derive the required base noise scale 𝜎∗ using the stan-

dard RDP accountant [31]. Following Theorem 1, the noise scale

for each LoRA matrix𝑚 of client 𝑖 in layer 𝑗 is then calculated as

𝜎𝑖, 𝑗,𝑚 = 2

√
𝑀𝜎∗𝑠𝑖, 𝑗,𝑚 , where𝑀 denotes the total number of matrices

and 𝑠𝑖, 𝑗,𝑚 is the adaptive clipping threshold dynamically updated

via Eq. (4). This ensures that the noise magnitude for each LoRA

matrix scales automatically with the adaptive clipping threshold,

maintaining the constant signal-to-noise ratio required by 𝜎∗ to
satisfy the privacy constraint.

E Results for Large-Scale iP-FedLoRA

To verify the scalability of iP-FedLoRA, we further extend ex-

periments to 50 clients using RoBERTa-base on QNLI, where the

resource-aware client clustering scheme is employed with client

selection ratio of 0.1.

Table 12: Accuracy (%) comparison of large-scale deployments

on different datasets.

Method SST-2 QNLI QQP

DP-LoRA+FedPETuning 91.5±0.31 83.6±1.22 84.9±1.02
DP-LoRA+FAH-QLoRA 91.8±0.45 84.7±2.21 85.0±0.82

DP-LoRA+FLoRA 92.0±0.12 85.2±0.74 85.8±0.51
FFA-LoRA 91.8±0.58 84.5±0.32 85.3±1.00

iP-FedLoRA 92.8↑1.3 86.5↑2.9 87.4↑2.5

Table 13: Inter-cluster heterogeneous LoRA aggregation.

Methods SST-2 QNLI QQP

HETLoRA 92.3±0.08 85.2±0.51 86.1±0.42
InterLoRA 92.5↑0.2 86.8↑1.6 87.8↑1.7

E.1 End-to-End Performance

We report the model performance when fine-tuning RoBERTa-base

on SST-2 and QNLI, and Llama-3.2-3B on QQP, respectively. From

Table 12, we observe that iP-FedLoRA still outperforms the base-

lines in large-scale deployments with an accuracy improvement by

1.3% − 2.9%. Table 13 shows that our inter-cluster heterogeneous
aggregation (InterLoRA) significantly outperforms HETLoRA, in-

creasing model accuracy by 0.2%-1.7%. This is because HETLoRA

is unstable under truncating and padding techniques, resulting in

performance loss.

E.2 Ablation Study

We explore the necessity of InterLoRA from the perspective of

clusters by fine-tuning RoBERTa-base on QNLI. As seen in Fig. 7,

without InterLoRA, high-rank clusters attain higher accuracy, while

with InterLoRA, lower-rank clusters exhibit greater improvements

in both convergence speed and model accuracy. This indicates

that knowledge from high-rank clusters can enhance the model

performance of low-rank ones.

E.3 Sensitivity Analysis.

We conduct a sensitivity analysis by fine-tuning RoBERTa-base

on QNLI. Fig. 8 shows that iP-FedLoRA is robust to the maximum

LoRA rank 𝑟𝑚𝑎𝑥 , especially for more model-heterogeneous settings

(i.e., larger 𝑟𝑚𝑎𝑥 ). Fig. 9 reports the impact of the number of clusters

𝐶 . A small 𝐶 slows convergence, whereas a large 𝐶 reduces the

number of clients per cluster, which degrades knowledge quality

and results in suboptimal KD. Choosing 𝐶 ≈ 5 provides a good

trade-off for preserving model accuracy and convergence speed.
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